
Phishing and 
Cybercrime



Phishing
A kind of internet fraud: 

• email (phishing)

• telephone or voicemail (vishing)

• text message (smishing) 

that seeks to acquire a user’s credentials 
by deception.

Includes theft of passwords, credit card 
numbers, bank account details and other 
confidential information.

Often results in identity theft, financial 
loss, or reputational and social damage. 



Spear phishing
A specialized form of phishing that 
targets high value employees or 
organizations. 

Attackers seek to exploit the higher 
levels of access targets retain. 

Goals can include:

• Extortion for money or information

• Tricking or forcing targets into 
downloading ransomware

• Creating backdoors to 
organizational infrastructures using 
malware



Cybercrime
Cybercrime is criminal activity 
that either targets or uses a 
computer, a computer 
network or a networked 
device. 

Most cybercrime is committed 
by cybercriminals or hackers 
who want to make money. 

Some cybercrime aims to 
damage computers or 
networks for reasons other 
than profit.



Types of cybercrime

• Email and internet fraud

• Identity fraud

• Financial or CC payment data theft 

• Cyberextortion 

• Ransomware 

• Cyberespionage

• Compromising a network

• Copyright infringement

• Selling illegal items online



Common fallacious appeals

Appeals to authority

Appeals to urgency

Appeals to self-interest

Appeals to harm (threats)



Appeal to self-interest



Appeals to Authority



Appeals to urgency

Payroll messaging

Policy messaging



Appeals to harm







Red Flags



Identifying phishing

• Know who is contacting you

• Don’t be reactive

• Inspect hyperlinks 

• Avoid attachments









Reporting Phishing Emails

Suspected or known phishing emails should 
either be reported as phishing using the feature 
in the Microsoft email client or be forwarded as 
an attachment to abuse@txstate.edu.

Two options for reporting

1. Report as phishing

2. Forward as an attachment



Fraudulent 
Login pages





Phishing and 
Vishing

Do not respond to unknown numbers.

Never share your personal or financial 
information.

Be resolute when being pressured to share any 
information or make a payment.

The IRS, FBI, TXST, etc., will never call you to ask for 
personal info or money.



Smishing / Social 
Engineering



Best Practices



Good Password Hygiene



Password Manager and MFA



Resources
Gartner Group: www.gartner.com

• Business reviews, magic quadrant

Dark Reading: http://www.darkreading.com/
• Database and application security, technical security threats

OWASP:  https://owasp.org 
• Secure software development resources

SANS: www.sans.org
• security training and GIAC certification

(ISC)2: www.isc2.org 
• CISSP certification, training, awareness, community

EDUCAUSE: http://www.educause.edu/
• Non-profit advance higher education by promoting IT

http://www.gartner.com/
http://www.darkreading.com/
https://owasp.org/
http://www.sans.org/
http://www.isc2.org/
http://www.educause.edu/


Podcasts
Introductory
• Hackable?
• Smashing Security

True Crime
• Darknet Diaries
• Malicious Life
• CPradio

Industry News & Educational
• The CyberWire Daily
• SANS Internet Stormcenter
• Paul’s Security Weekly
• Defensive Security Podcast



Information Security Office

infosecurity@txstate.edu

512-245-4225

mailto:itsecurity@txstate.edu
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