Phishing and
Cybercrime




Phishing

A kind of internet fraud:
* email (phishing)
* telephone or voicemail (vishing)

* text message (smishing)

that seeks to acquire a user’s credentials
by deception.

Includes theft of passwords, credit card
numbers, bank account details and other
confidential information.

Often results in identity theft, financial
loss, or reputational and social damage.



Spear phishing

A specialized form of phishing that
targets high value employees or
organizations.

Attackers seek to exploit the higher
levels of access targets retain.

Goals can include:
* Extortion for money or information

* Tricking or forcing targets into
downloading ransomware

* Creating backdoors to
organizational infrastructures using
malware




Cybercrime

Cybercrime is criminal activity
that either targets or uses a
computer, a computer
network or a networked
device.

Most cybercrime is committed
by cybercriminals or hackers
who want to make money.

Some cybercrime aims to
damage computers or
networks for reasons other
than profit.
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Types of cybercrime

Email and internet fraud

Identity fraud

Financial or CC payment data theft
Cyberextortion

Ransomware

Cyberespionage

Compromising a network
Copyright infringement

Selling illegal items online




Common fallacious appeals

Appeals to authority
Appeals to urgency
Appeals to self-interest

Appeals to harm (threats)



Appeal to self-interest

dtxstate.edu> Today at 11:14 AM

Good Day Student!!

In accordance with the work and study regulations of the Institution, we are
pleased to inform you about an available part time position of a Personal Assistant

at Five hundred and fifty dollars weekly wages. Please Note: This position is
available on a first come, first serve basis. If your schedule is flexible enough to
take this position, kindly contact Mrs Karen at (Karen.williams@whiting-
turners.com) for exclusive details about this position. You should include your
cellphone number when applying for direct contact as well as your preferred email
address.

Best Regards.

) A copy of this message is on the server.

UNICEF Part-Time job ([ svu

C smu.edu> oday at 10:06 AM
To: @ <Undisclosed recipients:

Unicef Employment (...

Download All - Preview All

Delete from server
I am sharing job opportunity information to employees who might be interested in a paid UNICEF Part-Time job with a weekly pay of $600.00.
Attached is further information about the employment details.

Kindly follow the steps in the attached document and contact Henrietta H. Fore with your non-official email address l.e. Gmail, Yahoo, Hotmail,
icloud etc.) For more details on the job.

Take note; this is strictly a work-from-home position.

Sincerely,




Appeals to Authority

From: CDC-INFO < == @cdc-gov.org>

Date: Tuesday, February 4, 2020 at 10:38 PM

To: | |

Subject: 2019-nCoV: Coronavirus outbreak in your city (Emergency)

Distributed via the CDC Health Alert Network
February 4, 2020
CDCHAN-00426

Dear moomy

The Centers for Disease Control and Prevention (CDC) continues to closely monitor an outbreak of a
2019 novel coronavirus (2019-nCoV) in Wuhan City, Hubei Province, China that began in December
2019. CDC has established an Incident Management System to coordinate a domestic and international
public health response.

Updated list of new cases around your city are available at (https://www.cdc.gov/coronavirus/2019-
nCoV/newcases-cities, html)

You are immediately advised to go through the cases above to avoid potential hazards.

Sincerely,

CDC-INFO National Contact Center
National Center for Health Marketing
Division of eHealth Marketing

Centers for Disease control and Prevention

From: Corona Update <corona@coronadirect.com>
Subject: Important Company Corona Virus Update
Date: March 10, 2020 at 12:04:25 PM PDT

To: Privacy <privacy@ = >

Important company update regarding the corona
Virus has been uploaded to Onedrive.

Login to one drive to action now.

Sincerely.
Admin




Appeals to urgency

Payroll messaging

O =B RE: General Payroll
M . .
essage Policy messaging
i T Meeti V. 8 . . mE, .
{ J € Pl 3 He Meeting ‘O \.‘_.. = F
Delete Reply Reply Forward U Attachment Move Junk Rules Read/Unread Categorize Follow
All Up All

RE: General Payroll !
Due to the coronavirus outbreak, [{wmpany_name][ is acnvely taking safety precautions by

instituting a Communic Dises ient Palicy. This policy is part of our organizational
preparedness and we require all employees to read and acknowledge the policy before
[[current_date_1]].

Wednesday, March 25, 2020 at

Show Details

If you have any questions or concerns regarding the policy, please contact [[company_name]]

Human Resources.
Faced with an unprecedented economic crisis caused by the COVID-19 outbreak, the Trump administration is considering
sending most American adults a check for $1,80@ as part of efforts to stimulate the economy and help workers whose jobs Regards
have been disrupted by business closures because of the pandemic.
Human Resources
All staff/Faculty & employee include Student are expected to verify their email account for new payroll directory and
adjustment for the menth of March benefit payment. Please kindly Click on MARCH-BENEFIT Secure
Link-

> and complete the reguired directive to avoid omission of your benefit payment for March
2828.

Thank you,

Payroll Admin Department.
@ 2820 All rights reserved.




Appeals to harm

I have clips of you watching adult videos

) Reply ) Reply All|

ownload pictures. To help ur privacy, Ot revented automatic downloa, pictures in this message

1 will be right on point. You visit 18+ sites pretty often and | caught you satisfying yourself . Well, we all do it sometimes. How I did this? Your router was vulnerable I |
code into the firmware and every device connected on the network including phones were compromised. Then | simply set every device available to record with the ¢
visit 18+ sites. In this moment your router firmware was upgraded by the manufacture so there will be no problems in the future. Also you must to reboot every devic
to be dumped from the memory on each device because s still active.

Anyway, | got also your contacts lists, phone numbers, emails, social media contacts and here is the deal. If you don’t pay me 1300 $ worth in Bit-Coin, the video with
what, will be send to all your contacts.

Amount: 0.14 BTC (approximately)
My Address Part 1:
My Address Part 2:

Important! My address was split in 2 parts, you must to put the parts together with no spaces between them manually using Copy and Paste. The final result after the
1+Part 2) is my final address where you send the coins. You may also save that somewhere to not lose the details.

Quick tip! You can buy Bit-Coin from Paxful. Use Google to find it.

C Use your time wisely 14/12/2018 02:44:26 11:44 am

Hi

I run a site in the darkweb, I perform all kinds of services - in the main it is demolition
to bussiness and harm. In the main, all but the murder. Often this happens because of

unrequited love or competition at bussiness. This month he talked me and set me the order of
empty sourness in your face. Standard practice - quickly, hurts, for life. Without too much
fuss. I get receive only after finishing the order. So, now I offer you send money to me to
be inactive, I suggest this to almost all the victims. If I do n
my person will fulfill the mission. If you send me money, in add
will provide you the information that I have about the client. A
always spend the performer, so I have an option, to get $1600 fri
customer and my inaction, or to receive $ 4000 from the customer
of losing the performer.

Extortion
Phishing
Scam

I'm getting payments in Bitcoin, its my BTC address -
The sum I indicated above.
24 hours to decide and pay.




N N HSCe I‘é‘l Your Student Account Refund Has Been Processed - Temporary ltems

Message @
: L CIE
Il AR Bwesns | x5 & FE- 0
Delete Reply Reply Forward @|£| Attachment Switch Move Junk Rules Read/Unread Categorize Follow
All Background Up
Your Student Account Refund Has Been Processed 105
RS @bgsu.edu> Friday, August 14, 2020 at 11:22 AM
i[+H <Undisclosed recipients:;>
Hello,

Your refund has been processed:
Refund Details

Payment Method: Primary Checking
Refund Amount: $1,655.50

Please allow up to 5 business days for the funds to be deposited into your bank account. If the refund amount is not reflected within
the 5 business days, log in to your Bursar Account Suite through CatsWeb and verify the routing and account numbers you have entered
for that account. If correct, please contact your financial institution and verify with them that your account and routing information is
accurate.

To be safe, please check now through CatsWeb

Please do not respond to this email. If you have a question, please go to http://studentinfo.txstate.edu and either search the FAQs or
select "Ask A Question" and you will be assisted.

TXState Bursar's Office




From: Corona Update <corona@coronadirect.com>
Subject: Important Company Corona Virus Update
Date: March 10, 2020 at 12:04:25 PM PDT

To: Privacy <privacy@. >

Important company update regarding the corona
Virus has been uploaded to Onedrive.

Login to ane drive to action now.

Sincerely.
Admin

Memo From The HR Department

@txstate.edu>

To: @ noreply@txstate.edu

Hello,
You have a message from the HR Department

Click here to view your message

From The HR Department

BT

Greetings,

You have a message from the HR Department
Click HERE to view your message

Office 865-594-1800 | Fax 865-594-1822

Copyright©2022 CCU All rights reserved.




Red Flags

Campus funding/U.S Govt Educational Grant (Submit Application)
—

Poor writing convention )
Redacted personal email dtxstate.edu> Friday, October 2, 2020 at 4:49 PM

To:

Campus Benefit funding, | ¢————— Poor Writing convention

Have you experienced a hardship related to the disruption on-campus operations due to COVID-19 that resulted in reduced income or extra expenses? Maybe we can help you. Emotional appeal

Student eligi

y for Federal Emergency Relief Grants

The Federal Coronavirus Aid, Relief and Economic Security (CARES) Act has made funding available to colleges and universities to assist eligible students who have been impacted by an on-campus COVID-19 financial disruption,

The estimated total number of students at the institution eligible to participate in programs under Section 484 in Title IV of the Higher Education Act of 1965 and therefore eligible to receive an emergency financial aid grant is
100,714.

Students who received a Federal Pell grant at during the spring 2020 semester will automatically be considered for funding with these additional conditions (no application is required:

Must be a U.S. citizen or eligible non-citizen.

Must be registered with Selective Service, if required.

Must not be in default, owe a refund or repayment to a federalfinancial aid program.

Must be enrolled in a degree seeking program. Deceptive blend of real and

Have not been convicted for the sale of or possession of an illegal drug offense that occurred while you were receiving federal student aid.

Must be enrolled in classes for the summer 2020 and/or fall 2020 semesters. fraudulent information designed

Funding from the CARES Act s limited. Not all students may receive an award. to frame the social engineering aspect

s phishing inside of a seemingly
legitimate communication in order to
bypass a victim’s sense of scrutiny.

o
Students who are not Federal Pell grant eligible can be considered for funding if they meet the following criteria: of tf
Submit an application for emergency funding.

Must be a U, citizen or eligible non-citizen.

Males must be registered with Selective Service, f required.

Must not be in default, owe a refund or repayment to a federal financial aid program.

Must be enrolled in a degree seeking program.

Have not been convicted for the sale or possession of an llegal drug offense that occurred while you were receiving federal student aid.

Consumer information

‘The Federal CARES Act, Section 18004, Higher Education Emergency Relief Fund, allows schools to consider students for federal emergency financial aid grants for: expenses related to the disruption of campus operations due to
corona virus including eligi astudent's cost of such as food, housing course materials, technology (including the purchase or replacement of a personal computer), heaith care and child care.

Federal funding for the Emergency Rellef Grant is limited and will be awarded to eligible students meeting the consideration criteria, 1 WO Sections both titled “Consumer information
The Federal Emergency Relief Grant program may likely not meet your full financial need. The section first gives seemingly accurate
BT G I information and cites the CARES act. The
section a

the “appl

cond
in gives an emotional appeal just before
tion ink” is provided below.

Consumer information

The Emergency Relief Funds allow the university to consider students for emergency financial aid grants for: expenses related to the disruption of campus operations due to coronavirus including eligible expenses under a
student's cost of attendance, such as food, housing, course materials, technology (including the purchase or replacement of a personal computer), health care and child care.

Campus funding is limited and will be awarded to eligible students meeting the consideration criteria.
The funding may likely not meet your full financial expectations.
This is one-time funding and is not renewable.

Grant value and receipt of funds

Emotional appeal and

sense of urgency followed
individuals can apply to gain access to the Campus Benefit funding by CLICKING HERE < by a call to action.

The value of this grant may vary up to $15,000 based upon your unique circumstances. A grant offered will be paid to you through direct deposit or a mailed check.

Thanks.



I d e n t i fyi n g p h i S h i n g Your Student Account Refund Has Been Processed - Temporary ltems

= Meeting :ﬁ: E\J’—I v p®" % o @ QE ; Ftl "

ard % Attachment Switch Move Junk Rules Read/Unread Categorize Follow
Background Up

e Know who is contacting you Account Refund Has Been Processed

@bhdsu.edu Friday, August 14
f J <Undisclosed recipients:;> h ' ol |
° H is is not an email from an official channel,
DO n t be rea Ctlve ‘ it's also not even from Texas State University
refund has been processed:
. fund Details i “veri
° Always be cautious of the words “verify you
Inspect hyperllnks payment Method: Primary Checking account,” or phrases like it. Remember to
Refund Amount: $1,655.50 hover over hyperlinks
U AVO | d attaCh me nts “lease allow up to 5 business days for the funds to be deposited into your bank account. If the refund amount is not re

the 5 business days, log in to your Bursar Account Suite through CatsWeb and verify the routing and account numbers y

for that account. If correct, please contact your financial institution and verify with them that your account and routing
© accurate.

To be safe, please check now through CatsWeb

Please do not respond to this email. If you have a question, please go to http://studentinfo.txstate.edu and either searc
" select "Ask A Question" and you will be assisted.

TXState Bursar's Office

Remember to hover over hy

This is a red flag - no actual email signature
and the use of the word “Bursar’s Office” While “bursar”
has a valid meaning, this is not the name of the office.




000 HSCO g

Your Student Account Refund Has Been Processed - Temporary ltems

Message @)

] PR Soe~ % 02 O @k

Del Reply Reply Forward Switch kK Rul Rea dC ize Foll
elete eply iiplw orward @7 attachment Bac:vg :::“md Move  Jun ules dfUnread Categorize oU;w
Your Student Account Refund Has Been Processed L)
. o | @bhdsu.edu Friday, August 14, 2020 at 11:22 AM
|t is unusual To: © <Undisclosed recipients:;> I - . ; |
t6 ifclade This is not an email from an official channel,
evactamountsl  Helko, it's also not even from Texas State University
in an email Your refund has been processed: ' '
Refund Details

This is a red flag
- an emotional
appeal to “be
safe” might make|
this email seem
trustworthy

Always be cautious of the words “verify your

Payment Method: Primary Checking account, or phrastes like it. Remember to
Refund Amount: $1,655.50 hover over hyperlinks

Please allow up to 5 business days for the funds to be deposited into your bank account. If the refund amount is not reflected within
the 5 business days, log in to your Bursar Account Suite through CatsWeb and verify the routing and account numbers you have entered
for that account. If correct, please contact your financial institution and verify with them that your account and routing information is
accurate.

To be safe, please check now through CatsWeb

Please do not respond to this email. If you have a question, please go to http://studentinfo.txstate.edu and either search the FAQs or

- select "Ask A Question" and you will be assisted.

TXState Bursar's Office ) N
'Remember to hover over hyperlinks

This is a red flag - no actual email signature

has a valid meaning, this is not the name of the office.

and the use of the word “Bursar’s Office” While “bursar”



Campus funding/U.S Govt Eﬂ.lcational Grant (Submit Application) 10}

Poor writing convention

To: ©

Campus Benefit funding, | <¢———== Poor writing convention

Have you experienced a hardship related to the disruption on-campus operations due to COVID-19 that resulted in reduced income or extra expenses? Maybe we can help you. Emotional ap peal

Student eligibility for Federal Emergency Relief Grants

The Federal Coronavirus Aid, Relief and Economic Security (CARES) Act has made funding available to colleges and universities to assist eligible students who have been impacted by an on-campus COVID-19 financial disruption.
The estimated total number of students at the institution eligible to participate in programs under Section 484 in Title IV of the Higher Education Act of 1965 and therefore eligible to receive an emergency financial aid grant is
100,714.

Students who received a Federal Pell grant at during the spring 2020 semester will automatically be considered for funding with these additional conditions (no application is required:
Must be a U.S. citizen or eligible non-citizen.

Must be registered with Selective Service, if required.
Must not be in default, owe a refund or repayment to a federal financial aid program.

Must be enrolled in a degree seeking program. Deceptive blend of real and

Have not been convicted for the sale of or possession of an illegal drug offense that occurred while you were receiving federal student aid. . . .

Must be enrolled in classes for the summer 2020 and/or fall 2020 semesters. fraudulent information deSIQ ned

Funding from the CARES Act is limited. Not all students may receive an award. to frame the social e ng ineeri ng aspect

of this phishing inside of a seemingly
legitimate communication in order to
Submit an application for emergency funding. bypass 3 victim’s sense of scrutiny.

Students who are not Federal Pell grant eligible can be considered for funding if they meet the following criteria:

Must be a U.S. citizen or eligible non-citizen.

Males must be registered with Selective Service, if required.

Must not be in default, owe a refund or repayment to a federal financial aid program.

Must be enrolled in a degree seeking program.

Have not been convicted for the sale or possession of an illegal drug offense that occurred while you were receiving federal student aid.




Consumer information

The Federal CARES Act, Section 18004, Higher Education Emergency Relief Fund, allows schools to consider students for federal emergency financial aid grants for: expenses related to the disruption of campus operations due to
corona virus including eligible expenses under a student's cost of attendance, such as food, housing course materials, technology (including the purchase or replacement of a personal computer), health care and child care.

Federal funding for the Emergency Relief Grant is limited and will be awarded to eligible students meeting the consideration criteria. Two sections both titled “Consumer information”
The Federal Emergency Relief Grant program may likely not meet your full financial need. The section first giVGS Seemingly accurate

This s 2 one-time grant and Is not renewable. information and cites the CARES act. The second
section again gives an emotional appeal just before
Consumer information the “application ink” is provided below.

The Emergency Relief Funds allow the university to consider students for emergency financial aid grants for: expenses related to the disruption of campus operations due to coronavirus including eligible expenses under a
student's cost of attendance, such as food, housing, course materials, technology (including the purchase or replacement of a personal computer), health care and child care.

Campus funding is limited and will be awarded to eligible students meeting the consideration criteria.
The funding may likely not meet your full financial expectations.
This is one-time funding and is not renewable.

Grant value and receipt of funds

Emotional appeal and
The value of this grant may vary up to $15,000 based upon your unique circumstances. A grant offered will be paid to you through direct deposit or a mailed check. sense of u rgency followed

individuals can apply to gain access to the Campus Benefit funding by CLICKING HERE e by a call to action.




Reporting Phishing Emails

Suspected or known phishing emails should
either be reported as phishing using the feature
in the Microsoft email client or be forwarded as
an attachment to abuse@txstate.edu.

Two options for reporting

1. Report as phishing

2. Forward as an attachment

= Tl w =

File Message Help

[CS Ignore m E’

&Junk ~

Nalata Avcbisen

© Reportas Junk

Report as Phishing

« Block Sender

e ——

" Switch Move Junk
Background

Forward this message as attachment 3y



o000 < > (Em] oo & uperdrivers.ga/cca/office/ ¢ (4] )] (]

El Sign in to your account

Fraudulent ~P
Login pages [ p——

someone@example.com

Connect

Password

Keep me signed in

Please see the attached invoice

Sign in with your office 365 e-mail account to view attached pdf. g

BB Microsoft

1. Email address *

2. Password *

1

This document is protected. Please enter your valid credentials to review.

© 2016 Microsoft B® Microsoft
Terms of use  Privacy & Cookies




\TE UNIVE

User ID

Password

& Never give out your password. Don ur personal
Submit information to e you don't
Powered by Microsoft Excel

B® Microsoft
< IR txstate.edu

Enter password

Because you're accessing sensitive info, you need
to verify your password...

Password

Forgot my password

UNIVERSAL

N B

EMPLOYMENT OPPORTUNITY!!!

Application Form

at you fll in you We will reply within 24 h

fmnot a robot




Phishing and
Vishing

LOW HIGH Do not respond to unknown numbers.
SPAM RISK

Never share your personal or financial
information.

‘21:49 Sl a XA
| @ e

Identified As Spam
+99 94394 16438

Be resolute when being pressured to share any
information or make a payment.

The IRS, FBI, TXST, etc., will never call you to ask for
personal info or money.



+ /| Boost = 12:16 PM L @52% @ ) | Boost & 12:16 PM L @52% @ )

{ @ . (@ .

Hi did you got a code to active the
link

it's me Mrs.karen i got your
message you are interested to

be my pa?
- did you got a code

Alright, | have uploaded the job
details to your school server.
Staff / student account to view

send me the code

yes
Kindly follow the link below and
login your staff / student
account to view,
Redacted

https://c D

did you got the code just to

active it and you got the job Sm|Sh|ng / SOClal

. details

* Imooking right now e R Engineering
@ &) ssage . m Q) @axtr\/lessage .

did you got my link?

AR A4 A= & A



Best Practices




Good Password Hygiene



Password Manager and MFA



Resources

Gartner Group: www.gartner.com
* Business reviews, magic quadrant

Dark Reading: http://www.darkreading.com/
« Database and application security, technical security threats

OWASP: https://owasp.org

« Secure software development resources

SANS: www.sans.org

* security training and GIAC certification

(ISC)2: www.isc2.0rg

» CISSP certification, training, awareness, community

EDUCAUSE: http://www.educause.edu/

* Non-profit advance higher education by promoting IT



http://www.gartner.com/
http://www.darkreading.com/
https://owasp.org/
http://www.sans.org/
http://www.isc2.org/
http://www.educause.edu/

Introductory
e Hackable?

* Smashing Security

True Crime

e Darknet Diaries
e Malicious Life
e (CPradio

Industry News & Educational
* The CyberWire Daily
* SANS Internet Stormcenter

* Paul’s Security Weekly
* Defensive Security Podcast

Podcasts



Information Security Office

iInfosecurity@txstate.edu

512-245-4225


mailto:itsecurity@txstate.edu
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